VISEUM SAFE CITY PROJECT
FRAMEWORK – CITY SECURITY RFP
SUPPORT
This information is used as guidance to optimize the design, procurement, delivery and
operation of public safety, traffic management, and infrastructure safety and security
projects. No other software vendor, camera manufacturer or systems integrator can
match the technical requirements that this National and City Security RFP describes.
These unique requirements are included by Viseum customers in their project request
for proposal (RFP) documents.

FOREWORD
Today, insurgents and other types of criminal have become highly trained and refined in
their acts of crime and terrorism. Law enforcement must be equipped to efficiently
manage multiple sophisticated incidents simultaneously.
The value of having sufficient high-quality CCTV video available during emergencies is
priceless. The value of an organisation’s security enterprise is openly seen throughout
high-profile incidents and investigations. A low-cost solution will have a negative
strategic impact and will also cost the customer much more money to operate. The
customer will be disappointed in the longer term and will regret purchasing such inferior
out-dated designs.
Historically, security systems and devices have not mitigated all aspects of terrorism and
highly sophisticated crime. Now, organisations are planning that this could happen to
them anywhere and at any time. This change in strategic planning is what Viseum has
been introducing from the year 2000. It has evolved Software and Hardware Technology
Services and patented step changes in the CCTV security and surveillance market.
Educational Information – Patents are used to disrupt established technologies for
industry step changes. Viseum uses its patents to shape the CCTV security and
surveillance market. The modern security practitioner already refers to Viseum
technologies and business processes. This Security RFP document has been produced
to educate the wider community.
Reference Documentation Downloads:
Safe City Concept
UK Government’s latest CCTV strategy recommendations
Disruptive technology business case
Technology Introduction Programme
CCTV privacy and compliance audits
Popular nationwide deployment funding model
10-Year Safe City technology transfer contract
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LEGAL NOTICE
This technical information is patent protected under international law. Having only one
source, these Product Solutions are internationally regulated for their supply, training,
support and use.
Ease of Procurement – International Patents
Internationally patented means Viseum customers do not need to tender their security
projects, therefore also benefiting by saving significant time, resources, and funds during
procurement. Should a tender process be essential, Viseum will give the same price to all
the main contractors who are bidding for the project. Competing bidders will offer their
best supply and support services.
International Patent Law
Any non-Viseum branded camera that looks similar will be noticeably inferior and an
illegal copy in breach of international law. Infringing goods are at risk of product recall,
will compromise a customer’s security enterprise with product availability and support
issues, which in turn affects their ability to collect and use key evidence needed to secure
their estate.
Benefit – Covering the largest areas with high security, operating standalone or
integrated with monitoring infrastructures. Its visual appearance of being constantly
“manned” creates the long-term deterrent. Its extended dual evidence enables rapid
response, investigations, and convictions, so displaying to communities that they are
always proactively protected, and thereby warning off criminals with intent.
Technical – Viseum’s patents protect Wide Contextual View Cameras and PTZ Cameras
co-located on the same common structure. The patents also protect a multiple camera
system that automatically detects multiple incidents from short range to long range. It
uses Wide Contextual View Cameras to watch in all directions at the same time and
automatically controls a moving PTZ (Pan, Tilt, Zoom) Camera to follow the required
action and confirm incidents.
Reference Documentation Downloads:
EU Patent File and US Patent File
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1. Software Vendor Selection
The software vendor must have:
1. A track record of delivering and supporting end-to-end CCTV security and surveillance solutions
including Command Control, Video Analytics Software and Video Management System. The
following table is the minimum sized project deployments:
Command Control

Video Analytics Software

Video Management System

1 x 250 monitoring rooms with

3 x 10,000 cameras.

1 x 140,000 cameras.

100,000 cameras.

10 x 5,000 cameras.

2 x 80,000 cameras.

1 x 96,000 sites with 1,400,000

5 x 30,000 cameras.

devices.
7 x 100,000 devices.
2. A library of all known standard video analytics software feature rules.
3. A standard project delivery process that can:
a. Customise each algorithm to optimize solution performance.
b. Innovate new video analytics software feature rules to satisfy the unique requirements for
specific local incidents and security threats.
4. Ongoing support and software updates direct from the developers to benefit from the latest knowhow, techniques and enhancements.
5. Remote configuration and commissioning to enable local engineers to install and provide 1st and
2nd line maintenance without specialised training.
6. Remote operational in-life management for upload of firmware upgrades and ad-hoc in-life
customisations:
a. Software upgrades must be uploaded and installed after arranging minimal out of hours
downtime.
b. Site maintenance visits must be avoided unless absolutely necessary.
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2. National Security – Project Delivery
2.1

Pilot Test Options

This process is optimized to efficiently result in a unique fit-for-purpose security and surveillance
application.
The customer must decide what test criteria are needed for system customisations to start their pilot.
During the pilot, the customer will learn of more capabilities and then decide what further customisations
and innovations to have and test before phase 1 deployment.
The example diagram below shows the initial phases of a 5 to 10 year plan for a city with over 8 million
people in 9 districts.
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2.2

Pilot Test Criteria

The customer’s initial Test Criteria are specified after understanding the answers to these questions:
2.2.1

Operational

1. What is the application?
2. What are the security risks and/or safety concerns?
3. What automated detection and confirmation analytics are needed?
4. What other systems and processes must the system operate and integrate with?
5. Are the cameras to be watched by surveillance operatives, or is the monitoring room usually
unmanned?
2.2.2

Physical

1. What is the geospatial information of each remote site, or is this for Mobile CCTV?
2. Do any sites experience low-light issues?
3. Are there some higher risk or sensitive areas?
4. Do some or all sites have an expected density of people and/or vehicle traffic?
5. Are registered personnel expected in certain places at certain times?
6. At what distances is the automated intelligent surveillance needed to operate?
7. What are the makes, models and quantities of new or existing cameras?
8. Are there any power limitations?

Reference Documentation Downloads:
Command Control Viseum IMC Camera trialling services
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3. CCTV Training
One of the key objectives of the training is to optimize surveillance operatives to react more efficiently to
live incidents instead of exhausting their attention on routine surveillance. Security staff will be trained to
confidently react to relevant activity, identified by their local knowledge and/or recognized by the system’s
automation. Complete customisation of the training will ensure the project is optimized for success.
Training must:
1. Take place in a secure location of customer’s choice.
2. Accommodate any number of people, taking into account operational processes and staff working
hours/shift patterns.
3. Be customised according to the installed system and employee skill sets.
4. Cover the following subjects:
a. End-User Operations.
b. Systems Administration.
c.

Face Recognition.

d. Automatic Number Plate Recognition.
e. Automated Target Following.
5. Be supplied with customised operational manuals and support videos.
6. Be available ad-hoc during in-life operations.

Reference Documentation Downloads:
Customised training course benefits – End User – Systems Administrator
Ongoing Operational CCTV Training
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4. Command, Control and Communications (PSIM Software)
Holistic Vision PSIM System Future Proofing – Command, Control and Communications management is
highly specialised taking into account many aspects of between a 5 to 10 year plan, covering the many
software systems, choice of location, building construction, security, safety, furniture layout and
equipment longevity.
4.1

PSIM System Architecture

All hardware security assets and software processes must be integrated to operate as one harmonised
turnkey security enterprise system. Optimizing complex systems, emergency processes and routine crime
reduction initiatives.
4.1.1

System Infrastructure

1. Architecture must be scalable to support any number of:
a. Remote sites.
b. Cameras.
c.

Devices.

d. Monitoring rooms.
e. Command Controls.
f.

Datacentres.

g. Users.
2. System must have a distributed architecture, supporting:
a. Server-based and camera-based analytics all processing together, and/or independently.
b. Each server capable of performing analytics on at least 200 cameras simultaneously.
c.

Physically distributed servers and storage nodes. Video can be stored locally at the camera
site.

d. Local, remote and cloud service databases.
3. Architecture must support virtualisation to optimize computing resources and physical space.
4. System networking must support:
a. Any type of fixed and wireless networks.
b. Point-to-point, multiple point and mesh topologies.
c.

Video Quality Optimization – Real-time auto-balancing transmission algorithms.

5. Each analytics system must be capable of being designed to have an end-to-end transaction time
within a maximum of 1 second, to include processing and network performance.
6. System must be resilient to component failure and damage, using:
a. Proactive self-management watchdog routines and hardware status reports for preempting and managing component failures:
• Auto-switchover to redundant storage and computing servers.
• Auto-load sharing of software processes across available servers.
• Disaster recovery fall-back management to alternative sites.
b. Physically diverse network routes.
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4.2

Systems Integration

Third-party systems integration is crucial for project success. The system must:
1. Have an open architecture for integration with any:
a. Third-party vendor integration supported hardware and software.
b. Proprietary in-house systems.
2. Support all standard machine-to-machine communication protocols.
3. Integrate with a minimum number of the following commonly used systems:
68 Video Management Systems (VMS).

7 Automatic number plate recognition (ANPR).

43 Cameras and camera encoders.

5 Face recognition.

7 Body-worn cameras.

3 Drone surveillance.

29 DVR/NVR.

2 Counter drone.

14 Camera controller/joystick.

18 Intercoms and call transfer.

5 Video walls.

13 Network management.

12 Video analytics.

11 Public address.

12 General alarm.

4 Audio/visual media.

10 Alarm receiving and transmitting software.

7 RFID tags.

26 Intrusion.

25 Personal security.

47 Access control.

8 Key management.

34 Fire.

21 Building management.

8 Gas.

9 Occupant management.

7 Liquid leak.

8 Parking management.

12 Emergency exit/escape doors/routes.

5 Traffic violation and penalty.

18 Perimeter Intrusion Detection Systems

4 Weather.

(PIDS).

8 Radar.
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4. Be able to take input from any number of the following types of database and information sources:
a. National and global law enforcement criminal and wanted persons databases.
• Terrorists.
• Fugitives.
• Kidnapped victims and kidnappers.
b. People on temporary watchlists:
• Missing persons.
• VIPs.
c.

Local and world news feeds.

d. Social media.
e. Phone systems.
f.

Transport systems.

g. Location/GPS services.
h. Corporate employee databases.

4.3

Datacentre

Primarily for video storage, databases and watchlists of people and vehicles.
4.3.1

Video Storage

Video recordings and their associated alarms and events must be:
1. Stored in immediately accessible storage for a minimum of 30 days.
2. Archived for X [insert organisation’s policy] period of time.
4.3.2

Databases

The system must support databases of:
1. Faces, with the associated profiles.
2. Vehicle licence/number plates, with the associated profiles.
4.3.3

Watchlists

The system must enable the creation and configuration of any number of priority managed watchlists of
the following types:
1. Faces.
2. Vehicle licence/number plates.
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4.4

Video Management System (VMS)

The VMS must provide the following:
4.4.1

Deep Learning Video Analytics Software

The video analytics software must operate:
1. Outdoors, automatically adapting to continuously varying ambient light.
2. Automatically learning its environments:
a. Adapting to changing street furniture.
b. Filtering out rain and other movements such as trees and bushes blowing in the wind.
4.4.2

General Feature Rules

The system must provide the following minimum video analytics software feature rules:
Crowd detection and customised behaviour reporting.

Line/Boundary Crossing – Single or multiple virtual

People and vehicle loitering.

tripwire or virtual fence.

People and vehicle counting.

Asset protection – Removed object detection.

Unattended object – Abandoned/left object

Camera tamper/scene change detection.

detection.

Camera vibration removal.

Fire Detection – Heat, smoke, flame.

Digital auto tracking – using any wide contextual view

Object stopped detection.

Camera, PTZ Camera or Fisheye Camera.

Queue length detection.

Object trace/travel path.

Intrusion detection.

Object speed reporting.

Wrong direction movement detection.

Tailgating detection.

Moving and non-moving traffic violations:

Vehicle licence/number plate detection and reporting.

•

Illegal parking.

•

Blocking pedestrian crossing.

•

Wrong turn.

•

No U-turn.

•

Wong way.

•

Irregular driving.

•

No stopping.

•

No overtaking.

•

Red light enforcement.

•

Queue jumping.

•

Bus lane enforcement.

•

No seat belt.

•

Driver using mobile phone.
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4.4.3

Face Recognition Software

The performance must match or surpass the following tests:

Real-World Test

Good lighting in

Public space areas at long range with uncontrolled

Environments

controlled areas.

lighting conditions.

Fixed camera at

PTZ Camera –

Viseum IMC Camera –

close range.

Pre-set tours and manned.

Fully automated.

Face Matching (minimum

20

pixels between the eyes)
Matching Accuracy

4.4.4

99.5%

7
87%

Automatic Number Plate Recognition (ANPR)

ANPR is a well-established technology, with performance depending significantly on a country’s vehicle
plate styles and regulations. For Western Europe number plates, the performance must match or surpass
the following tests:

Real-World Test

Good lighting in

Public space areas at long range with uncontrolled

Environments

controlled areas.

lighting conditions.

Fixed camera at

PTZ Camera –

Viseum IMC Camera –

close range.

Pre-set tours and manned.

Fully automated.

Plate Reading (minimum

19

pixels of character height)
Read Accuracy

99.1%

6
91.5%
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4.4.5

Automatic Information Cross-Checking

The system must allow selection of target information to be automatically cross-checked with forensic
video information to:
1. Cross-check a face against a person’s identity.
2. Cross-check a vehicle’s make, model and colour against its licence/vehicle plate.
3. Discover a person’s associates using social media platforms and other online situational awareness
services, such as news feeds.
4.4.6

Automatic Target Following (Tracking)

During live pursuit and incident investigation of suspects, the system must have the ability to automatically
identify and re-identify targets throughout a CCTV network. The system must be able to:
1. Use forensic video information:
a. People – face, size, shape and clothing.
b. Vehicle – vehicle registration number, make, model and colour.
2. Use intuitive geospatial information of previously known times and locations to correlate and
predict a target’s likely speed of travel and the next time and location it can be found.
3. Operate in:
a. Closed Worlds e.g. shopping centres and airports.
b. Open Worlds e.g. cities and countries.
4.4.7

Scenario-Based Analytics

The system must allow multiple pre-defined analytics feature rules to operate at the same time and/or in
a specified sequence.
4.4.8

Automated System Performance Improvement

The system must automatically improve its automated alarm and situational awareness reporting
performance for each camera site by:
1. Enabling the operatives to intuitively characterise alarms to automatically adapt the system’s
algorithms, their parameters and thresholds.
2. Automatically making suggestions for improvements that were initially missed by a human operator.
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4.5

Operational

The PSIM Software must:
1. Have a routine and incident Workflow Manager – an intuitively set up and operated software system
for operatives to manage day-to-day operations, alarms and deal with incidents optimally, and in
accordance with the organisation's operational policies.
2. Have an operational workstation user interface ‘look-and-feel’, which:
a. Can be set up globally or independently for routine operations and emergency alarms.
b. Gives intuitive verbal instructions to support the operators’ actions.

4.5.1

Situational Awareness

The system must:
1. Collect information from any number of any type of device, algorithm or system.
2. Correlate different types of situational awareness information related to the same event.
3. Enable status updates and alarms to be configurable to deliver information in an efficient format
to specified people or groups of people at relevant times:
a. Be generated according to specified operating procedures.
b. Report against targets on government and customer watchlists.
c.

Have the correct priority.

d. Be sent to additional personnel at certain times of the day or week, and/or if the event is
not responded to within agreed time limits.
e. Outside of the system:
• On any type of screen or device.
• Using any type of communications media, including, emails, SMS, pager, social
media platforms.
4. For incident verification, analysis, and allow incident re-creation:
a. Simultaneous viewing of all-round 360° wide contextual view and close-up view of each
incident.
b. Selection of up to 64 cameras on a screen for live-view or playback.
c.

Selection of synchronised, or unsynchronised, playback of close-up and 360° contextual
views of each incident.

d. Search for video recordings by time, location, and profiles of people and vehicles.
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4.5.2

Incident Response Management

The system must:
1. Provide industry best practice response procedures.
2. Customise response procedures according to the customer’s policies and processes.
3. Have a GPS location system to track first responder services and their availability to respond.
4. Identify and dispatch, under the controller’s decision, the most suitably equipped and skilled first
responders that are closest to the incident, to:
a. Warn off perpetrators before a crime is committed.
b. Apprehend suspects during or after the crime has been committed.
5. Supply updates on incident status to responders and controllers.
6. Enable escalations to senior controllers if needed.
7. Have options for operational target selection for the operator interface to:
a. Change dynamically based on geospatial information of an incident and its threat level e.g.
terrorist, theft or misdemeanour, escaping on foot or by car.
b. Present galleries of faces, people and vehicles based on one or more of:
• Predefined red, black and green watchlists.
• Geolocation threshold ranges.
• Security administrator’s customised emergency control requirements.
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4.5.3

Incident Reduction Management System

Reporting, compliance and performance audits for crime and traffic enforcement:
1. All alarms and incidents must be reported and archived.
2. Incident statistics must be reported for profiling with associated map locations, to:
a. Identify and monitor crime trends.
b. Identify, profile and monitor crime hotspots in regions of the city:
• Criminal activity e.g. drug trafficking and distribution.
• Traffic – areas with most traffic violations.
c.

Identify, profile and track repeat offenders.

d. Monitor the success, and improvements implemented, of incident reduction initiatives.
3. Evidential audit trails of all incidents and the associated processes carried out must be available
to:
a. Permit rapid and effective prosecutions.
b. Monitor how each employee interacts with the system:
• Activities and reaction times during an incident and routine surveillance.
• System configuration changes made.
c.

Measure compliance with legal procedures and customer policies.

d. Support process improvements for:
• Prevention and deterrence of incidents in the field.
• Response procedures by the control room employees.

Reference Documentation Downloads:
Video Management Software
Command Control Management and Intelligent Surveillance Monitoring Software
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5. Camera Selection
Situational Awareness – To obtain the complete ground truth from a remote site and deploy the best first
responder services, the best CCTV camera must be used. It must reliably produce the most amount of
accurate information.
Deterrent – To strengthen the complete security enterprise, it is important to create the long-term
deterrent for each remote site. For this, all communities that are being protected by CCTV must see that
each installation is constantly performing and delivering results.
For any camera to be used effectively - For video analytics software, visual information to act upon and
evidence to convict, the camera must capture high-quality close-up images of the incident. This is only
achieved using an Automated 360° Multiview Camera, or other types of camera under the following
conditions:
Fixed Directional Cameras – Are to be used standalone or monitored where vehicles or people can only
pass through narrow locations of a remote site.
Moving Cameras – PTZ Cameras are to be used for low-level risk areas if they are constantly controlled
and watched by CCTV operators.
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5.1

Automated 360° Multiview and Multitasking Camera

5.1.1

Design Features

The camera design must:
1. For long-term supply, in-life support and spare parts, the camera must:
a. Not infringe any patents.
b. Have its hardware and software developed and supported by the same manufacturer.
2. Have wide contextual view cameras and a PTZ Camera automatically operating together using
video analytics software, co-located on the same common structure.
3. Automatically detect and capture wide view of incidents in any direction and automatically control
and zoom the moving PTZ Camera for close-up detailed view and to confirm the incident.
4. Have overt, covert and semi-covert models.
5. Meet the UK Government’s latest CCTV recommendations of being multitasking i.e. fit for several
purposes at the same time. For example, to be used for traffic enforcement and pedestrian safety
at the same time.
6. Be capable of automatically providing relevant forensic video information of:
a. The incident itself.
b. The lead up to the incident and after it.
c.

Where the suspects came to the remote site and how they escaped.

d. Who else witnessed the incident.
e. Information on how to improve the response, and where possible mitigate, such types of
incident to prevent further incidents of that kind.
7. Be seen to be constantly performing as though it is “manned” by an expert operator.
8. Have the capability for a human operator to override the intelligent automation.
9. Be automatically aware of, and automatically mitigate against, diversion tactics i.e. if suspect A
creates an event in one area so that suspect B can execute their crime unnoticed, by intelligently
switching between each event.
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5.1.2

Coverage

In all directions up to 360° at the same time the camera must provide:
1. Automated monitoring range for situational awareness out to 400 m to cover an area 502,655 m².
2. Automated detection, confirmation and following of people out to 320 m to cover an area 321,699
m².
3. Automatic Number Plate Recognition (ANPR) out to 300 m to cover an area 282,743 m².
4. Automated detection, confirmation and following targets, in zero light out to 200 m to cover an area
125,663 m².
5. Automated face recognition out to 100 m to cover an area 31,416 m².

Notes:
•

Detection distances are based on Western European number plates and faces of any nationality.

•

Detection distances are optimized for the camera deployed on a permanent structure (pole or wall),
or deployed on a vehicle, and if the target may also be moving at speed.
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5.1.3

Installation and Maintenance

The camera’s hardware must have modular plug-and-play configured sockets, enabling it to:
1. Meet any remote site’s line-of-sight coverage and surveillance requirements, to cover and prioritise
desired areas and ignore unnecessary areas i.e. a targeted area up to full 360° coverage.
2. Have easily replaced component modules for installation, maintenance and reduced downtimes.
5.1.4

Deployment Options

The camera must have options to be deployed in the following configurations:
1. Fixed Permanent Deployment – The camera to be fixed onto a pole, wall or other street furniture,
with the camera equipment installed inside the pole cabinet or nearby building.
2. Redeployable or Temporary Deployment – The camera and all equipment to be installed together
as a self-contained unit on the outside of street lighting columns, other street furniture or buildings.
3. Rapid Deployment – The camera and all equipment to be installed together as a self-contained
wireless unit deployed on a trailer pulled by a vehicle.
4. Mobile Deployment – The camera and all equipment to be installed together as a self-contained
wireless unit deployed on a vehicle, with the following options:
a. Covert or semi-covert – The camera must be designed into the vehicle’s roof, or emergency
light bar.
b. Overt – The camera must be precision engineered with a vertical telescopic mast system:
• To raise the camera head from the roof level up to 12 m above the roof (typical
deployments go up to 2 m).
• Built with steel.
• Use non-wearing nylon roll spacers for winch operated telescopic mast raising and
deployment stability.
• All cables to be routed inside the mast for cable protection and ease of deployment.
c.

Camera system longevity:
• A vehicle transit vibration reducing system must be customised for the vehicle
model. This is to allow the vehicle to be in transit when the camera system is
deployed and operational, without damage from excessive vibration wear and tear
to the camera system's advanced optics and electronics.
• All cables are automatically fed into, and automatically retrieved from, inside the
mast using an automated cable management coiling system. This is for cable
protection, ease of raising and lowering the camera system, and personnel safety.
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5.1.5

Deployment Versatility

1. Power Supply – The camera must be optimized to operate using low power devices and using any
combination of:
a. Local mains voltage.
b. Gas or fuel generators.
c.

Battery for backup or primary use.

d. Power cells.
e. Renewable energy – solar panels and/or wind turbines.
2. Environmental – The camera must have various models for operating under the following
environmental requirements:
a. IP rated weatherproofing IP66 – IP68.
b. Marine protected for saltwater corrosion resistance.
c.

Any colour finish.

d. Ruggedized to impact rating IK10.
e. Ambient operational temperature between -40°C to +65°C.
f.

Explosion-proof options.
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